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ACAR

Al

AP]I
ASYCUDA
CamDX
CambDigiKey
CFRSMC

CGMC

COBIT
DEBC

DMFAS

DPI

EFI

EFPC

FMIS

GDB
GDCE

GDDE
GDIA
GDICDM

GDR

GDNT
GDP

$56R6NHIME
nNiswj) Suwis Al (Accounting and Auditing Regulator )
8 (Artificial Intelligence)

t7a1}
Ee
o}
=
33

c
53
S
S
0
LGZV

U sw’mgﬁﬁﬁmm (Application Programming Interface)
LUﬁg@wLUi§ﬁ§°é§w W (Automated System for Customs Data)
U fﬂig@gﬁtﬁ R (Cambodia Data Exchange)
jmmmgwr%ﬁfgmgnmrfﬁuusaﬁﬁmnﬁm (Cambodia Digital Key )
Apn: ﬁ@ﬁ”‘liLﬂULﬂﬁ{pnSiﬁjjjﬁULUﬁnHm (Cambodia Food Reserve

System Management Commission )
ARN:AYMITAUARIYRMANEAYAYE (Commercial Gambling
Management Commission of Cambociia)

Control Objectives for Information and Related Technologies
ann:agimnugAy Shaifgddcn (Digital Economy and Business
Commlttee)

whsEUERianm Shimau Uinig (Debt Management and Financial
Analysis System) I

NG UGS RS UAM@IAN: (Digital Public Infrastructure )

fopansiugAg ShUlMia (Economics and Finance Institute)

ARN:ARRMBAUSIINOWINEAG SRUIMIR (Economic and Financial
Policy Committee) |

whsuigaignAan SUUMIATERUVIINIAA@IAN: (Financial
Management Information System) ‘

HASIWANSTIM (General Department of Budget)

HaQ WAt SAW SHINAIAYR (General Department of Customs and
Excise) I

HASWARMSIVEAGERGN (General Department of Digital Economy )
HAIWAMSISAYIGAN (General Department of Internal Audit )
HESQWARSHNUAUAMIHSINE SUAVAROANN (General
Department of International Cooperation and Debt Management )
HEQUWAN SIM W RUTmathwaniRiRHAIS]S (General
Department of Resettlement)

HASQIWA SIAAMINA (General Department of National Treasury )

HAIWAN SIMUSIWNQIW (General Department of Policy )
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GDPFMIT

GDPP

GDPPP

GDSNAF

GDSNR

GDT

GID

GS

GSC

GS-FSA

IRC

LC-MEF

NCPEC

NPCA
NRMIS

NSPC
OBR

RPR

SARMIS

SERC

SNEC
SOC

HASIWAN SUIGATSN AR SAU{ARUTIIRANMIAN: (General Department
ofPubm:FMandalManagaﬂentkﬁonnaﬂoﬁTéchnobgy)
HASIWARMSUGAYANMINN: (General Department of Public
Procurement)

HaQWASMAtIRAMNIE SURAES (General Department of Public
Private Partnership)

HESIWAR STIMIAI MU AIMYIE (General Department of Sub-
NaﬁonalAdnﬂnBﬂaﬁonIﬁnance)

HawahsienuyiRng Shbanudsiusanifing (General Department
of State Property and Non-Tax Revenue)

HASIWARM SNSRI (General Department of Taxation )

H@ﬁmf;’ms (General Inspectorate Department)

Hgtmmﬁmi;’ms (General Secretariat)
ann:agimiasiminin e miIAUERUIIMITA@INN: (Steering
Committee of the Public Financial Management Re]zorm)

HatuaRMI s tliin8siusuImi (General Secretariat -
Non-Bank Financial Service Author;ty)

SWaAIMQNUIR AYR (Insurance Regulator of Cambodia)
LﬁHLﬁﬁ\]‘@ﬁﬁg (Leéal Council — Ministry of Economy and Finance)
ANNANRMITAROaMNIURAGAYM (National Committee of
Productive Economy of Cambodia) I

At AugmAGamU (National Payment Certification Agency )
LUﬁgUtgﬁ?Gﬁ ﬁﬁmsmﬁmhén@mﬁsi’ys fmﬂﬁﬁmg (Non-tax Revenue
Management Information System)

Lﬁﬁ[ﬁﬁ\p"’mﬁﬁﬁ MifURY (National Social Protection Council )
whsgudmiingmuuisuioaienGAms (Online Business
Registration)

SufaniningHosin WU (Real Estate Business and Pawnshop
Regulator) ‘
LUﬁgUIgﬁ?GﬁﬁﬁmSLﬁﬁLﬁhUrﬁﬁﬂitﬁﬁﬂ%nLgQjﬁiiﬁfﬁi@ ( State Asset
Register Management Information System)

§Lﬁﬁ'ﬁi&gmULﬁﬁ§£’n (Securities and Exchange Regulator of Cambodia)
ZQHmHLﬁ’ﬁﬁm}éﬁgﬁ]ﬁ (Supreme National Economic Council)
BRIYAN mwﬁuﬁmwgﬁqe (Security Operation Center)
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. M5 Container & mmwwimemmmﬁﬁmmmums minfnianumn Sams
LnULnﬁanuTummﬂﬂi”ﬁnﬁGLﬁﬁm Container tuajmmmﬁitLUmeusmSnmt
mﬁmvmmmsmmmn WIWRIIMIN Sy naiumLmULnUth wosivy
Container B1SE G Kubernetes, Docker Swam §# OpenShift fifiy
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BB ¢ BEEHSRRIHTIRDITES

9. Utgﬁ?gﬂgﬁ fULEﬂt'jmiﬁﬁf 2] (Development Tech Stack)
igAs i siy (Server Side)s suiliiutgAien yauninhiRusf{ma s
HAIUASTRANRIMW (Backend) 4
ignamgandimes (Client side)s asliduignien yauaianiRudima
aUHATUASIRAMYS (Frontend ), Agliigialg, ynylise Desktop

-.5

idnhtalsiy ignagmdion
UAUAS
@ 5 Lﬁ 2 . Desktop
waugmi , , Mobile ,
Linux, Windows Web o (Windows,
( Platform / (Android/iOS) _
Linux, macOS)
0S)
, PowerShell,
o JavaScript, .
ﬁ‘]ifdﬁfdi'[fdtj Shell, Python, _ JavaScript, Shell,
e TypeScript, . .
(Scripting ) Ruby, Perl , Dart, Kotlin AppleScript,
VBScript
Python, Batch
MAN UL _
o Java, JavaScript, , .
Ayin JavaScript, Java, Kotlin, C#, Java,
= C#, Python, PHP, , _
( Programming TypeScript Swift, Dart Python
Ruby, Go
Language)
PostgreSQL,
. a v MySQL, MongoDB, SQLite, MySQL,
UWNEASgSW Y 9 Core Data, Y
& Oracle, MS-SQL WebStorage _ PostgreSQL,
(Database) SQLite
Server, IBM DB2, MS-SQL Server
Redis
" Node.js, Tomcat,
NSy .
\  ea Jetty, WildFly,
ﬁJLB’]U‘ﬁUiﬁ _
N GlassFish,
(Application .
Wapper service,
Server)
NSSM
Node.js, Nginx,
5] ﬁd{ Sty Apache, Tomcat,
ﬁILU]t'ﬁiU Jetty, WildFly, -
(Web Server) GlassFish,
Microsoft IIS,

nuganiyusayudsuigaienfdnspaytivgi Savinmia
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(#3]

Oracle Web Logic,
IBM PAW, Tomcat

Spring, .NET,
ExpressJS,

Angular]s,

.NET, Electron,

Tools)

NestJS, Django, Flutter,
Framework ReactJS, VuelS, _ JavaFX, Qt,
Flask, Laravel, React-native _
, NuxtJS, NextJS Avalonia
Koa.js, Ruby on
Rails, Node, Odoo
. pub, pod,
pip, mvn, Homebrew,
. CocoaPods,
ﬁ]iLﬁULﬁﬂ Composer, Nexus, , Chocolatey,
npm, Yarn, Bower | Gradle, Swift
Package Bundler, Conan, npm, Yarn,
_ Package
Jfrog Artifactory NuGet
Manager
QUAIAN Gradle, MSBuild,
o Maven, Gradle, Webpack, Gulp,
UHATY] , XCode, CMake, Xcode,
_ MSBuild, Rake Grunt, Parcel
(Build Tools) Carthage Gradle, Bazel
Rest-API, JSON,
Webservice / gRPC, Postman,
API Tools Swagger, CURL,
SOAP UI
Retrofit,
. Alamofire, _
_ _ PyJWT, Gson, jQuery, Bootstrap, , WinForms, GTK,
Libraries , Firebase,
Lodash, Requests Axios, Lodash _ Newtonsoft.Json
Glide, Realm,
Provider, Dio
OneSignal,
_ Nomsa.gov.kh,
SMS Provider -
Plasgate,
MekongSMS
QUAION _
: IntelliJ, VS Code, Xcode,
UMl _ ) , .
NI Eclipse, Spring IntelliJ, Netbeans, Andriod
)
Al Tool Suite, Maven, VS Code Studio, VS
( Development
Gradle, etc. Code
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@

aGm

V. vigalenB I UIAUR Shmus (Operation/Monitoring Tech Stack )

Category

MIAU{ARAR (Source Control )

Tools & Technologies

GitHub, GitLab, Bitbucket, Subversion (SVN)

NIoESthaR
(Infrastructure as Code)

Terraform, Pulumi, Ansible, Vagrant

Automation & Configuration

Ansible, Chef, OpenStack, Puppet, Terraform, SaltStack,
Consul

Jenkins, GitHub Actions, GitLab CI/CD, Travis CI, CircleCI,

CI/CD _ :

Argo CD, Spinnaker, Helm, Maven, Git, JFrog
Container  Orchestration & | Docker, Kubernetes, OpenShift, Rancher, Nomad,
Management Portainer

" o _aa ] ] Proxmox, VMware vSphere, VirtualBox, Oracle OVM,
MRS SYR (Virtual Machines) _

s Nutanix AHV
mimyths, ﬁ’liﬁﬁ‘[ﬁﬁﬂiﬁﬂj _ _

o ' ¢ e ELK Stack (Elasticsearch, Logstash, Kibana),
oy, mwminn Shimi ,
e o ' ZooKeeper, Fluentd, Prometheus, Grafana, New Relic,
imﬁmiqthUmeu _

0 _ ] Loggly, Sentry, Dynatrace, AppDynamics, Splunk,
(Monitoring, Logging, Reporting ,
] FortiSIEM, Panorama
& Log Analytics)
IRmn, MIARNBHANENAN _ _
MEF's Security Operations Center (SoC), Web

ShHgINEMN

Application Firewall (WAF), Docker Image Scanner

( Security, Identity & )
] (Snyk, ...), Cloudflare, OpenVPN, HashiCorp Vault

Compliance)
MU 2UIRINg _ _ o

] TheHive Project, OpsGenie, Jira, Clickup,
(Incident Management)
ﬁ'lﬁﬁt‘ﬁﬁg JUnit, JMeter, pytest, Mocha, Selenium, Cypress, TestNG,
(Testing) Cucumber, Postman, K6
mimyths A _ _

! Sentry, Firebase Crashlytics

(Error Tracking )
I;I‘ﬁﬁdf SSL Let's Encrypt, Certbot, DigiCert, Comodo SSL, GlobalSign,
(SSL Provider) SSL2buy, Entrust

Message Queue

Kafka, RabbitMQ, ActiveMQ, IBM MQ, TIBCO EMS

mILﬁﬁLﬁﬂﬁtLﬁlﬂ ShouUAIAN
( Project Management & Tools)

Agile, Scrum and Kanban

Confluence, JIRA, ClickUp, Asana Notion, Trello
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GG

o (]

URINNNUF g S Wil
( Big Data Tools)

Apache Spark, Hadoop, Python, R, Apache Kafka, Apache
Flink, Dask

URIAN{RUARATAN
(Computer Version Tools)

OpenCV, TensorFlow, CUDA, MATLAB, DeepFace, YOLO,
Keras, ML Kit

uAINEnGIEN AN[Ry
FsSwugnauRgn
( Data Science / Al Tools)

TensorFlow, R, Pandas, NumPy, Keras, Scikit-learn,
PyTorch, MATLAB

o nuiwaymeanias
(Khmer NLP)

e Frameworks: Django, FastAPI, Flask,

e Servers (ASGI/WSGI): Uvicorn, Gunicorn,
Hypercorn,

¢ Machine Learning Frameworks: TensorFlow,
PyTorch,

e NLP Libraries: NLTK, Transformers, TextBlob,
Sentencepiece, Levenshtein, Phonetisaurus,

SymspellyPy, Fasttext, Hunspell

{MU)A (Graphic)

Figma, Sketch, Adobe XD, Draw.io
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G

m. sgRthagiimngy (Security)

N

uiAe UsAgik quAIAN Shuigaien
) FortiGate, Cisco, Palo Alto, pfSense,
Firewall _ .
iptables, Checkpoint
Intrusion
o Detection/Prevention | Snort, Suricata, OSSEC, Bro ( Zeek)
fUinmnu mm
'e o Systems (IDS/IPS)
(Network Security) . . .
VPN OpenVPN, WireGuard, Fortinet, Cisco
S
AnyConnect, SoftEther VPN
Content Delivery .
Cloudflare, Akamai
Network (CDN)
o _ Kaspersky, McAfee,  Bitdefender,
Antivirus/Anti- ) )
Symantec Endpoint Protection,
malware
- o ¢ ClamAV, ESET, Trend Micro
ﬁqigmmmwﬁmn :
] ) _ _ CrowdStrike, Carbon Black,
( Endpoint Security ) Endpoint Detection ) ,
SentinelOne, 0OSQuery, Trend Micro
and Response )
(EDR) XDR, Cortex XDR, FortiEDR, Kaspersky
EDR Optimun
Static Application
Security Testing | SonarQube, Checkmarx, Fortify,
(SAST)
Dynamic Application , ,
, , OWASP ZAP, Burp Suite, App Spider,
a ° Security Testing _
iamnung Arachni
o - (DAST)
(Application Security )
Software _
N WhiteSource, Snyk, Black Duck,
Composition
, OWASP Dependency-Check
Analysis
Web Application | AWS WAF, Cloudflare WAF, F5,
Firewalls (WAF) Imperva WAF
miaviAREAaAIMAN Sk CamDigiKey, AuthO, KeyCloak, Okta,
[l ™ ot "I’n. Single Sign-On giney . Y
MIGUIU{ Azure AD, OnelLogin
(Identity and Access Multi-Factor Google Authenticator, RSA SecurlD,
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