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FOREWORDS

The last two decades, achieved steady economic growth. Currently, Cambodia is integrating
itself into the region and the world, giving Cambodia ample opportunities to build and develop the
country. Moreover, Cambodia is ready to participate in the Fourth Industrial Revolution, focusing
in particular on the technology that the world is effectively using for political, economic and social
purposes. Advances in information technology have spurred the growth of jobs, politics, economy
and society, making Cambodia more connected to countries in the region and the world.

Advances in information technology are creating online child sexual exploitation, a new
form that is spreading around the world, including Cambodia. Connecting to the Internet, personal
computers and smartphones in the community offer many social and economic benefits. At the
same time, it poses a risk to children and young people who are high-speed internet users and
actively involved in social media. The proliferation of internet connectivity has made it easier and
faster for internet users to access CSAM and to disseminate materials to support child sex goers
among third gender and those who have sexual interest with children.

To prevent online child sexual exploitation, the Cambodian National Council for Children,
with the support of Plan International Cambodia, Terres des Homme Holland, in collaboration
with Ministries-Institutions, Non-Governmental Organizations and the Private Sector which are
internet service providers, develops National Guidelines on Online Child Protection in order for
stakeholders to create useful, child-friendly, flexible and easy-to-use child protection resources for
the vision and responsibility of protecting child and youth online users. | would like to thank all
the ministries-institutions, non-governmental organizations and stakeholders for their inputs and
support for the successful development of this National Guideline.

Phnom Penh, 24" February 2023
The Cambodian National Council for Children
President
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1. INTRODUCTION

National Guideline on Online Child Protection, meet the needs of Ministries, National
Institutions, Private Sector, Non-Governmental Organizations and stakeholders involved in
preventing certain risks and dangers related to illegal content and activities by which criminals use
information and communication technology as a means of producing, possessing, distributing or
transmitting images or material related to child sexual exploitation. These national guidelines adhere
to the fundamental rights and interests of children and provide input and maps for ministries,
institutions, the private sector, NGOs, and stakeholders to review and develop online child
protection guidelines for the sector in charge.

1.2. Objective

The objective of National Guideline on Online Child protection to raise awareness of risks
and a holistic approach to respond to threats and hazards that children and youth may encounter
online and offline.

1.3. Definition

Online Child Sexual Exploitation (OCSE) refers to any act of sexual exploitation that may
occur to a child using the online system. It includes the use of communication and information
technology as a means of obtaining child sexual exploitation or causing child sexual exploitation,
or as a means of producing, possessing, distributing or transmitting sexually explicit images or
material related to child sexual exploitation.

Information and Communications Technology (ICT) is defined as a set of diverse
technology tools and resources used to transmit, store, create, share or exchange information.

The Uniform Resource Locator (URL) is a reference to a web resource that specifies its
location on a computer network and the mechanism for retrieving it, and is a specific type of
Uniform Resource Identifier (URI), although many people use both words interchangeably.

1.4. Overview of Digital Technology Advances

The last two decades, achieved steady economic growth. Currently, Cambodia is integrating
itself into the region and the world, giving Cambodia ample opportunities to build and develop the
country. At the same time, the Royal Government of the 6™ Legislature of the National Assembly
has launched the Rectangular Strategy-Phase 4 by allocating additional resources to the health,
education, social affairs and other sectors for promoting human resource development, including
child development, to achieve the Sustainable Development Goals 2016-2030. Moreover, Cambodia
is ready to participate in the Fourth Industrial Revolution, focusing in particular on the technology
that the world is effectively using for political, economic and social sector.

Advances in digital technology and affordable services have made it easier to connect online
to personal computers, smartphones and other mobile devices with the ability to transfer large
amounts of data faster and better daily communication among general users, especially children and
youth. However, the wider and easier access to online services also poses significant challenges to
child and youth safety, both online and offline, regarding privacy issues and child and youth abuse,
such as Online Grooming, CSAM, Sexting, Sextortion and Live online child sexual abuse and other
forms of online abuse that pose a serious risk to children and youth in Cambodia today.
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More than half of the world's population is online, accounting for 53.6 percent of the 4.1
billion people including Cambodia, one in three online users is a child under the age of 18. In 2019,
the IWF cracked down on 132,676 websites that reported child sexual abuse, with one URL
containing hundreds of photos or videos. Among the photos that the IWF took action, 45 percent of
the photos show children 10 years of age or younger, and 1,609 websites show children between the
ages of 0-2, 71 percent of whom report serious sexual abuse, such as rape and sexual assault.

To mitigate the risks of digital technology and, seeing the challenges and impacts of child
sexual exploitation online, Cambodia has become a signatory to the Universal Declaration of Action
(WePROTECT) and is a member of Global Partnership for the Elimination of Violence against
Children to Participate in the Implementation of the INSPIRE Strategy. The head of the Royal
Government of Cambodia also adopted a statement at the 2019 Summit aimed at calling on all
ASEAN member states to use high standards to protect children in ASEAN from systematic
exploitation and online sexual abuse. Meanwhile, the Cambodian National Council for Children has
released a preliminary analysis of the situation on sexual exploitation and an action plan to prevent
and respond to online child sexual exploitation.

Responding to the commitment of the Royal Government and the Statement of Global
Action, which established a Model National Response mechanism (MNR) that emphasizes the
importance of stakeholder participation and identify major industries involved in online child
protection and guidelines for the online child protection industry prepared by the International
Telecommunication Union (ITU) and manuals and the Cambodian National Council for Children,
in collaboration with relevant ministries and NGOs, has developed national guidelines on online
child protection, as well as a global model tool for online protection, as well as relevant documents
and gaps in national common principles.

1.5. Online Risks for Children

Risks and dangers are related to illegal content and activities, and the legal framework needs
to be clear about what causes illegal harm. Servce providers must expect to prevent illegal acts that
pose a danger to young people from occurring or be compromised or expand their services and take
immediate action if they occur. Behaviors and activities (such as gambling or pornography) are legal
for adults, but are known to pose a risk to children and adolescents, and some dangers are difficult
for young people (such as those who promote abuse), but children are more protected in recognizing
age-related rights and vulnerabilities. These categories are not consistent across regions and
countries, but in each case services should be expected to be proactive in preventing youth exposure
to them. When considering danger, the emphasis on danger is always ultimately addressed. This
framework does not fully understand the experiences of young people. Of course, fewer young
people are at risk, but millions of young people who are involved in catastrophic disasters are
affecting young people in different ways and paving the way for serious accidents.

Evidence shows that children are at risk online, regardless of geographical location, because
they use the same services but in different contexts, which can cause specific concerns. There is
often a close link between online and offline accidents, and specific risks often overlap. The online
environment is evolving rapidly and some risks and dangers have yet to materialize. It is necessary
to consider the evidence of disasters from around the world, those specific issues and the importance

1s.,Carr,J.,and Byrne, J. (2015) Oneinthree: The taskfor globalinternetgovernance in addressing children’s rights.
Global Commission on Internet Governance: Paper Series. London: CIGl and Chatham House,
https://www.cigionline.org/publications/one-three-internet-governance-and-childrens-rights
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of risks when they are presented in a specific national or regional context, and to anticipate potential
risks in the future. An open and consultative multidisciplinary network can share information and help
identify new and emerging disasters. Risks are divided into four major categories known as 4C:

- Risks of content include child pornography, adult pornography, discriminatory or hateful
content, false information or misrepresentation, content that promotes risky or abusive
behavior;

- Communication risks include child trafficking, abuse, discrimination and hate speech,
grooming, and exploitation.

- Risks of conduct include sexual harassment, intimidation and intimidation, defamation,
and social stigma.

- Contract risk (sometimes called commercial risk) includes data collection for advertising,
fraud, misuse of intellectual property

1.6. Common Forms of Child Sexual Exploitation Online

Online child sexual exploitation refers to any act of sexual exploitation that may occur to a
child through the use of the online system. Criminals use information and communication
technology as a means to obtain child sexual exploitation or to cause children to be sexually
exploited, or as a means of producing, possessing, distributing or transmitting images or material
related to child sexual exploitation. The most common forms of online child sexual exploitation are:

1.2.1 Online Grooming

Online grooming refers to crooks who try to contact children online to build trust in order to
sexually exploit them. Grooming also includes the display of pornographic materials, such as by
sending sexually explicit materials, video messages, or images to children. These methods can help
child sex offenders adapt the child to sex-related incidents in order to increase the chances of children
submitting their own sex materials to the perpetrator

1.6.2 Child Sex Abuse Materials

Child Sexual Abuse Material (CSAM) refers to material that depicts a child in a nude situation,
depicting a child sexually or material that depicts a child in a pornographic setting. They include
pornographic images, videos, texts, and audio messages.

1.6.3 Sexting

Sexting is the act of sending or receiving a self-created sexual image to another person.
Sometimes sending or transmitting sexually explicit images is voluntary after being threatened,
pressured, organized, and/or coerced by another person.

1.6.4 Sextortion

Sextortion is the act in which a child sex offender often uses sexually explicit material
obtained from a child through the sending or posting of sexually explicit images to intimidate a child
to send more sexual material for them, to meet in person for sexual purposes or for other benefits,
such as money or child custody.

1.6.5 Live Streaming of Child Sexual Abuse

Live streaming of child sexual abuse refers to a live broadcast of child-related sexual activity
or child pornography in front of a camera (either naked or in sexual situation). Sometimes child sex
offenders pay the child directly, the facilitator or intermediary in exchange for the activity.

1.7. Types of Communication Technology Companies

Any technology company whose products and services are directly or indirectly targeted at
children can benefit from the general principles as set out above and can be customized based on
specific operating fields. The core idea is to support and lead the ICT industry in taking the right
steps to better protect children online from the dangers of harm while empowering them to use the
online world in the best way possible. Stakeholders should understand the communication
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technology companies as follows: Internet service providers, including through the landline or
mobile internet service of mobile network operators: although this point generally reflects the
services provided over a long period of time to registered customers, it may expand to businesses
that provide free or paid public Wi-Fi services; Social networking / messaging and online gaming
apps; Hardware and software manufacturers such as mobile device providers, including mobile
phones, game consoles, home audio aids, internet connection devices, and internet-enabled smart
toys for children; Companies that provide digital media services (content creators, content access or
hosting services); Companies that provide video, audio or image transmission services, including
live broadcasts; Companies that provide digital file storage services; companies that provide file
storage services on the internet (Cloud).

2. GENERAL GUIDELINES

Online child protection in Cambodia faces a number of challenges, including: 1. Lack of
knowledge about information and communication technology (ICT) equipment and Rapid evolution
of technology trends 2. Lack of resources in local communities 3. Lack of cooperation with national
experts and resources 4. Over-reliance on traditional direct investigative methods 5. Lack of a
victim-oriented approach. To address the issue of online child sexual exploitation, there must be a
comprehensive response to the capabilities identified in the National Response Framework of the
Global Action Statement (WePROTECT) signed by The Royal Government of Cambodia at the
Global Summit in Abu Dhabi in 2015. An effective response to child sexual exploitation requires
the involvement of all stakeholders, including ministries, institutions and stakeholders, bringing
together stakeholders, inter-professional and multidisciplinary units of all institutions which are
responsible for the protection of children in the online environment, including civil society and the
private industry, in accordance with the Global Action Statement (Model National Response MNR):
1. Policy and governance 2. Criminal Justice 3. Victim Services 4. Society and community 5.
Industry and 6. Media and communication.

2.1. Policy and governance

2.1.1. The Cambodian National Council for Children, which is on behaf the Royal Government for
the protection and promotion of the Rights of the Child, is responsible for coordinating and
overseeing the implementation of the National Guideline on the online child protection.

2.1.2. The National Child Protection Commission and the Inter-Ministerial Technical Working
Group to review and advise on research on online child sexual exploitation in Cambodia are
responsible for overseeing the implementation of the National Guideline on the online
children protection.

2.1.3. Ministries, institutions and stakeholders increase and promote national and international
multilateral framework cooperation to facilitate and online risk management for children and
youth, including effective law enforcement and regulatory mechanisms and getting good
advice from experts on online child protection.

2.1.4. Ministries, institutions and relevant entities shall develop specific guidelines for cyber safety
or online child protection specific to their respective fields in accordance with the National
Guideline on the online child protection and the relevant national and international standards.

2.1.5. The Cambodian National Council for Children (CNCC) collaborates with ministries,
institutions, non-governmental organizations (NGOs) and stakeholders to conduct research
on the progress of information and communication technology(ITC), the use of children,
online risks and trends in online child sexual exploitation, to obtain up-to-date data and
evidence be specific about the problem and to ensure the effectiveness of online child
protection. The Disrupting Harm Study in Cambodia, published in September 2022, is a
good example of a study that should continue to be practiced for future new research.
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Ministries and institutions examine the possibility of drafting laws and regulations or
amending relevant laws to protect children from child sexual exploitation online.

Criminal Justice

Ministries, institutions, the private sector, civil society and other stakeholders, including data
protection regulations and independent regulatory authorities, must ensure that children's
data is protected and collected only when absolutely necessary with a high level of security.
Ministries, institutions and criminal justice agencies strengthen the investigation of online
sex crimes against children and promote the successful, appropriate and timely punishment
of perpetrators.

Relevant ministries, institutions and criminal justice agencies strengthen the child-friendly
justice system and implement clear practices in all cases involving child victims in order to
reduce the trauma or re-injury of children involved in the criminal justice process, both
during the police investigation, prosecutors, investigating judges and court hearings.
Ministries and institutions strengthen the capacity of law enforcement officers and improve
the practice and the judiciary to increase awareness of online child sex crimes, successful
reporting and prosecution mechanisms.

Ministries, institutions, the private sector, civil society and stakeholders establish effective
risk management processes for perpetrators and multilateral stakeholders based on good
practice of international standards.

Ministries, institutions and stakeholders have established a database system for sustainable
online child sexual exploitation and abuse cases and used this database to identify victims
and support criminal investigations. Consideration should be given to linking with
INTERPOL's International Child Sexual Exploitation Database (ICSE Database) and
ratifying international protocols and treaties

Victim focus

Ministries, institutions, the private sector, civil society and stakeholders develop and
increase Develop a child victim of OCSE assistant package that participates in legal
proceedings and provide counseling and rehabilitation services and integration of OCSE
child victims to families and communities.

Ministries, institutions, the private sector, civil society and stakeholders provide support to
victims and families, including counseling, welfare, shelter, safety if necessary, health care
and legal, especially during court proceedings.

Ministries, institutions, civil society establish and strengthen the capacity of trainers, online
emergency reporting networks and child spport hotlines for cases of online child sexal abse,
and provide telephone counseling services and information on online risk protection for
vulnerable and vulnerable children.

Ministries, institutions, civil society incorporate OCSE lesson or content into social service

workforce training packages and programs, and conduct child protection social service
workforce training to be able to coordinate and provide support services to OCSE vulnerable
children.

Ministries, institutions and stakeholders include online child sexual exploitation content in
secondary education programs for fine arts students and journalists.

Ministries, Institutions and Stakeholders Establish Comprehensive Claims Mechanism and
Facilitate the Receipt of Compensation for Mental Iliness and Claims for OCSE to file
complaints and mediate legal proceedings.
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Ministries, Institutions and Stakeholders Establish a framework for the protection of victims,
taking into account the needs, rights and interests, and establish a One-Stop-Servce to
facilitate the implementation of child protection procedures at all stages of service delivery.
Ministries, institutions, the private sector, civil society and stakeholders ensure that
standards of practice that focus on the best interests of the child are strictly adhered to when
managing cases of child exploitation and sexual abuse to reduce risk of recurrence or
recurrence of trauma.

The Ministry of Health raises awareness of online child sexual exploitation among captal and
provincial health leaders and provides physical and psychological treatment to children
affected by online child sexual exploitation.

Societal
Schools and communities must appoint or select child protection leaders who have been
trained in online child protection procedures and report cases to the relevant authorities.
Ministries, institutions, the private sector, civil society and stakeholders promote accessible
digital education by disseminating content, including interactive programs designed to help
children develop digital skills and empower children to build respectful communities that
support online child protection.
Ministries, institutions, the private sector, civil society and stakeholders disseminate
educational content as digital adoption becomes more widespread, students and teachers will
be taught the skills necessary for digital communication to take full advantage of the
curriculum content in both Khmer and international languages.
Ministries, Institutions, Private Sector promot Data Literacy is introduced throughout the
school curriculum and children's education programs on how their data can be used and
provides a basic understanding and encourages the use of digital technology in a positive,
autonomous and creative by children.
Ministries, institutions and stakeholders identify the risks, benefits and social consequences
of using technology, including preventive and preventive measures, are widely disseminated
and implemented, and data literacy education needs to be made clear to stakeholders
responsible for cyber security.
Ministries, institutions, the private sector, civil society and stakeholders educat children and
parents about the risks of online misinformation should be integrated into digital literacy
education. This should include comprehensive education to raise awareness and
understanding of human rights, especially children's rights, and the way they work online
and offline.
Parents, guardians and family members should not be shy about talking about sexual issues
with their children, as it is important to prevent potential accidents. If there is a suspicion
that online child sexual exploitation is happening to your child and your child has told you
what happened, you should:

Listen carefully, do not judge, and be careful what your child says.

Encouraging your child to talk about what happened and finding a parent or sibling to

help is the right thing to do.

Tell your child that it is not something to be ashamed of for telling the story that

happened and that every act is a mistake and the responsibility of the perpetrator.

Tell your child that parents, guardians, and family members do not blame their children

for their mistakes, but only sympathize with them and give them the support they need.
Parent and family member must be aware of the information technology system and the risks
of online child exploitation, be aware of the following:

Children are not to blame for abuse, even if they are involved in the activity.

In the case of child sexual exploitation, it sometimes does not occur through direct

contact with the child and the perpetrator, but it can still have serious consequences for
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the child, such as face-to-face contact.
Giving money, valuables or gifts in exchange for children's participation in sexual
activities is exploitative.
Both boys and girls can be sexually exploited online, and most sex offenders are people
that children know and trust.
Preventing and protecting online child sexual exploitation should start with open
communication and children should not be banned from using the online system.
Children of all ages can be exposed to the dangers of online sexual exploitation, so
discussing or advising children directly about the safety of using online should start at
an early age, especially when they started using the online system for the first time.
Children have the right to be educated about issues that negatively affect them, and children
and youth’s perceptions of risks and dangers, benefits and opportunities in the online
environment may be different or to the adults around them.
Children should be aware of the risks that may arise online, such as: Online grooming, Child
Sexual Abuse Material, Sexting, Sextortion, Live streaming, and prevention measures
arising from the use of online systems.
Children need to understand the principles of online child protection, the basic rights of the
Chl|d rights set out in the Convention on the Rights of the Child include:
The Convention on the Rights of the Child applies to all children, regardless of race,
religion, or ability, regardless of the way children think or speak and from which family;
The best interests of the child must be a top priority in all matters affecting the child,;
Every child has the right to life, which the government must do its best to ensure that the
child survives and develops fully;
Every child has the right to express themselves in all matters that affect them and to think
carefully.
Parents teach their children to be smart when using the Internet, including not sharing
personal information, not meeting strangers with children they know online, not accepting
files or pictures from strangers, checking information to make sure it is reliable, as well as
telling a trusted adult if you think something bad could happen to the child in person.
Parents need to check and ask questions when they spend a lot of time online or addicted to
social media or online games, the best thing you can do is talk to your child regularly to
guide them to reduce their use of the Internet, especially when it comes to allocating time.

Industry

The Ministry of Posts and Telecommunications (MPTC), in collaboration with law
enforcement agencies, civil society organizations and online emergency network operators,
develops appropriate technical standards for ICT companies to prevent the posting,
transmission, distribution, storage, production and promotion of illegal content or age-
appropriate content and encourage the removal of child-harmful content, such as CSAM,
from the online system.

MPTC should encourage or advise technology companies to use artificial intelligence (Al),
Photo DNA or other new technologies such as Hashing Technology, which can capture and
forward requests to law enforcement or content hosting providers for deletion. Dispose of
illegal material or CSAM.

MPTC has established a mechanism to manage and coordinate with technology companies
on the technical aspects of telephone and online emergency reporting systems to ensure
smooth operation and cooperation between stakeholders in responding to online hazards to
children.

MPTC provides guidelines and ensures an adequate and specific legal framework to promote

7



2.5.5.
2..5.6.

25.7.

2.6.
2.6.1.

2.6.2.

2.6.3.

2.6.4.

2.6.5.
2.6.6.

2.6.7.

2.6.8.

3.

Translate only

the measures and obligations of technology companies on (1) Online security promotion (2)
Ensuring the appropriateness of products and services for the safety of children and young
consumers (3) Providing information and basic knowledge in determining the safety of
devices or applications that children use and (4) Establish a reporting system for its users to
report concerns or suspicions regarding child sexual exploitation and abuse online.

MPTC encourages technology companies to establish and participate in online safety
awareness programs, digital literacy programs for children, parents, teachers and the general
public who use their services environmentally, especially in remote rural areas.
Technology companies should incorporate child rights content or guidelines into their
corporate policies and procedures to manage, identify, prevent and mitigate the negative
impact of information technology systems on children's rights.

Technology companies and other private sectors should create a safer and happier digital
environment for children and youth of all ages by taking the necessary measures, including
the implementation of Safety by desgin in technology and the services of its company.

Media and communication
Ministries and Institutions encourage media and entertainment programs to increase

awareness of child protection online and encourage them to support public awareness
campaigns when appropriate, in a balanced and and liability, as well as providing adequate
information about online safety rules.

Ministries and institutions promote the positive use of digital technology and consider the
needs of all children, regardless of gender, age, income or background.

Ministries and Institutions Raise awareness of online child protection through the media in
a child-friendly way. The media should be aware of online child protection and be
encouraged to support a balanced and responsible public outreach campaign.

Ministries and institutions raise awareness about the use of the Internet in relation to privacy,
online security and the confidentiality of personal information.

Ministries and institutions develop programs to disseminate and raise awareness of crimes
and risks related to online sexual exploitation of children in urban and rural areas, especially
in ethnic minority areas.

Ministries, institutions, the private sector, civil society organizations and stakeholders produce
educational materials to prevent child sexual abuse (CSAM) and other forms of online child
sexual exploitation.

Ministries, institutions, the private sector, civil society organizations and stakeholders
organize television and social media campaigns for children and youth, as well as the public,
to be aware of the risks and dangers of using the Internet and how to protect themselves from
those risks and dangers.

Ministries, institutions, the private sector, civil society organizations and stakeholders
develop education or training programs for parents, guardians, child caregivers, teachers to
understand the use of the Internet that connects children and youth to the online system,
positive and open online conversation about risk with children and how to seek help when a
child is in danger online.

MONITORING AND EVALUATION
Monitoring to encourage relevant ministries, institutions, civil society organizations, the

private sector on the implementation of the National Guidelines on the Online Child Protection has
two levels:
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Level 1: The Cambodian National Council for Children will monitor the annual progress of the

implementation of the National Guidelines on the Online Child Protection, focusing on the following
six principles: 1. Policy and governance 2. Criminal Justice 3. Victim Services 4. Society 5. Industry
and 6. Media and communication, responsible for implementation by ministries, institutions, the private
sector, civil society organizations and stakeholders to report to the Royal Government.

Level 2. Ministries, institutions, the private sector, civil society organizations and stakeholders

implementing the National Guidelines on the Online Child Protection must monitor the progress of
professional units to report to the Cambodian National Council for Children.
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